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Executive Summary 

The work described in this deliverable (D4.10) was carried out in the framework of WP4 – “Multi-

layered Security Technologies”, and more specifically, in the framework of T4.5 – “Overall End-to-End 

Security”. The report presents the updated and final version of the document (the first version being 

D4.9), providing the technical details of the Functional Group and Functional Components related to 

the Task. 

All technical partners involved in this task collaborated and developed the appropriate tools to meet 

the objectives set out in the project, especially with regard to novel Security aspects in IoT contexts. 

Every partner focuses on the individual modules that they are responsible for during the 

implementation phase of WP4 and supports the integration activities of WP2, while following the 

common Architecture framework set by WP3 in D3.4. 

All of the updated versions of the WP4 technical deliverables (D4.2, D4.4, D4.6, D4.8, D4.10) follow the 

same approach and have the same structure. Section 1 provides an introduction to the scope of this 

document and its relation with other WPs and Tasks. Section2, which aggregates all the main outcomes 

of the Task, presents extensively the FG and the Functional Components covered by the Task, by 

providing an extensive description of the corresponding functionalities, and details related to the API 

of the FG and its interactions with other FGs of the M-Sec solution. Finally, Section 3 concludes the 

document. 

Regarding the differences between ‘D4.9 M-Sec Overall end-to-end Security – first version’ and ‘D4.10 

M-Sec Overall end-to-end Security – final version’: 

 WP4 deliverables in their final version are re-organized to follow the newest version of the M-Sec 

architecture from WP3. In particular, this document it introduces the functional groups that are 

implemented by partner assets. 

 M-Sec middleware, namely SOXFire and sensiNact, has been integrated in the “Secure City Data 

Access” functional group, which is detailed in deliverable 4.4. 

All in all, the deliverable is considered to have provided all of the information required to expose the 

M-Sec technical solutions related to T4.5 as well as the results of the integration and demonstration 

related activities.  
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1. Introduction 

1.1 Scope of the document 

We present in this document the reference design demonstrating M-Sec end-to-end security as worked 

out in task 4.5. End-to-end Security has a particular approach in the M-Sec Project and WP4 as it is a 

combination of the output from the four other tasks (Task 4.1, 4.2, 4.3, and 4.4), completed by a 

security manager, ensuring a secured and smooth interoperation of each element of the architecture. 

The functions provided by this security manager interface with the other functional groups and assets 

to provide a consistent security backend.  

1.2 Relationship to other work packages and tasks 

The following figure summarises the relations of this deliverable (and the corresponding task) to other 

tasks and WPs. 

 

Figure 1. T4.5 and D4.10 relation to other WPs and Tasks 

 

The work done in Task 4.5 is directly related to WP3. T4.5 receives as input system and user 

requirements from T3.1 and Risks- and Threats-related information from T3.2. Moreover, it follows the 

common Architectural framework that has been identified in T3.2 for the coordination of all the 

technical activities. Similarly, the Task receives input from WP2 related to the coverage of the needs of 

the UCs and the pilots. 

The deliverable D4.10 is strongly related to Tasks 4.1 (IoT Security), 4.2 (Cloud and data-level security), 

4.3 (P2P level security and blockchains), and 4.4 (Application-level security) as also shown in the Annex. 

It serves all other functional groups with a security backend enabling homogenous accounting and 

other security features that are required for overall security management. 
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Finally, the results of this report are directly provided as input to T2.3 which is focusing on the overall 

integration activities. Together with the other final deliverables of WP4, D4.10 provides all the 

information and functionalities required for an integrated security solution. 

1.3 Methodology followed 

The M-Sec WP4 is built upon an IoT reference model, having in our case four distinct domains: IoT, Data 

and Cloud, P2P with Blockchains, and Applications. Each one of these domains is securing itself by 

integrating state-of-the-art technologies. Such technologies are being worked out in other WP4 tasks. 

Thus, having end-to-end security requires having common functions to ensure a continuum within 

many aspects such as authorization, authentication, anonymization, attestations, etc. 

The main approach of task 4.5 is to act as a backend for the other domains, meaning mutualizing 

security functions and providing security awareness between each layer in order to enable a cyber-

resilient framework. The technological risk and appropriate countermeasures are inherited from each 

specific layer of the project. End-to-end security fills the gap regarding common security funcitons to 

cover "non-technological risks" such as  human errors, misconfigurations and organizational differences 

between potentially heterogenous environments. 

In more details, completing the methodologies inherited from each layer bound to the risk assessement 

and arhcitecture definition, methodology for end-to-end security is to follow NIST Framework which is 

presented in section 2. This approach allows us to have a framework facilitating the evolution of the 

countermeasures implemented with regard to new threats to consider an evolving level of security, 

especially after the project. 
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2. End-to-end security Functional Group 

2.1 Description 

The end-to-end security functional group aims to provide a global security backend for mixed OT/IT 

large infrastructures. It needs to emerge from usually inconsistent security management between 

these two paradigms: 

 In IT (Information Technology) access control is usually manageable, as well as inventories and so 

on. The freshness of security controls can be performed with equipment renewal.  

 In OT (Operational Technology) access control is not manageable, and devices may last for 20 years 

or more so the freshness of security (encryption algorithm and strength) may not be achieved 

easily.  

The security manager philosophy is to provide interaction between existing layers in the spirit of the 

NIST Cybersecurity Framework1 as described in Figure 2. This framework described five interdependent 

actions which altogether ensure a secure and resilient system: 

 Identify threats: with threat and risk analysis (as presented in deliverable 3.5), the goal is to 

identify the exposure of the system and consequences of the most meaningful and critical attack 

 Protect: using cybersecurity and privacy technologies to reduce the likelihood and criticality of the 

risk 

 Detect: continuously observe the system thru metrics adapted to the threat and risks in order to  

 Respond: execute a response plan to stop and limit the impact of an ongoing undesired event 

 Recover: restore the full capability of the system 

 

Figure 2. NIST Cybersecurity framework 

 

                                                           

1 https://www.nist.gov/cyberframework 

https://www.nist.gov/cyberframework
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M-Sec assets provide in majority means of protection thru different cybersecurity technologies at 

different levels. 

The functional group is composed of three mains function: 

 A Public Key Infrastructure which ensures end-to-end security by providing asymmetric 

encryption capabilities  

 A Directory service that manages Accounting, Authorization, and Authentication for either device, 

infrastructure, or cloud elements as developed in other tasks 

 An Identity Federation module, which enables the inclusion of the citizen in the security 

management  

2.2 Components 

Security manager 

The security manager is composed of three logical layers as illustrated in Figure 3: 

 The security layer contains the security components like FreeIPA for accounting, Keycloak for 

identity management, and the M-Sec Manager API. 

 The routing layer contains a reverse-proxy component (e.g., Nginx) that distributes the load from 

incoming requests to the right local servers. 

 The applications layer, which is an optional layer, contains the set of application servers.  

 

Figure 3. Security Manager inner-layers 
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FreeIPA 

FreeIPA is an integrated Identity and Authentication solution for Linux/UNIX networked environments. 

FreeIPA server provides centralized authentication, authorization, and account information by storing 

data about user, groups, hosts, and other objects necessary to manage the security aspects of a 

network of computers. 

FreeIPA offers services such as Directory Server, Kerberos, NTP, DNS, Dogtag (Certificate System). It 

can be managed via a Web UI and CLI administration tools. Its management interface is provided in 

Figure 4 

  

Figure 4. FreeIPA web-based user interface 

      

KeyCloak 

Keycloak is an open-source Identity and Access Management solution targeted towards modern 

applications and services. Users can authenticate with Keycloak rather than individual applications. 

Keycloak offers features such as Single-Sign-On (SSO), Identity Brokering (openID and Oauth2) and 

Social Login, User Federation, Client Adapters, an Admin Console, and an Account Management 

Console as provided in Figure 5 
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Figure 5. Keycloak web-based frontend 

 

M-Sec Manager 

The M-Sec manager relies on previously cited components such as KeyCloack and FreeIPA to provide a 

security backend for IoT infrastructures with enrolment and lifecycle management. The M-Sec Manager 

component is composed by a server and client-side as in Figure 6: 

 The client-side (front-end in the picture follow) act as an HIM interface developed with ReactJS 

and secured via a Keycloak wrapper. The M-Sec Manager Front-End is only used for demo 

purposes.   

 The server-side is designed as a REST-Full API, secured via Keycloak, and allowing to interact with 

Cert Management Service (available via DogDag from FreeIPA), with Host management service 

(via FreeIPA), and finally to configure Secure Devices and execute the TPMs remote attestation 

mechanism. 
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Figure 6. M-Sec Manager inner architecture 

2.3 APIs 

The philosophy regarding how end-to-end security interacts and behaves towards other functional 

groups and clients is to follow existing standards as long as they exist. One reason is that these 

standards benefit from the design, audits, and reference implementation that facilitates integration 

and therefore ensures regular security updates. 

Figure 7 shows the three main modules of the security manager aligned with the M-Sec layers and 

dominant standards and API given each layer.  

 

Figure 7. Architecture of the security manager with relationships to M-Sec layers 

API for certificate management 

This functional group used the following standardized APIs: 
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Online Certificate Status Protocol: OCSP is used mostly to verify at runtime the validity of a certificate, 

in particular, it enables to verify if the client certificate has been put on a revocation list by an authority. 

This online verification is often referred to as “OCSP Stapling”. 

On the famous apache2 web server, it can be enabled using the following line within the configuration 

file. 

SSLUseStapling on 

On the Nginx web server, the configuration directive is  

ssl_stapling on; 

ssl_stapling_verify on; 

API for accounting 

Accounting is proposed using the LDAP with SASL authentication. Accounting and user authentication 

are managed via FreeIPA Framework. FreeIPA is an open-source security solution for Linux which is 

built on top of multiple open source projects, including the LDAP (389 Directory Server), MIT Kerberos, 

and SSSD. 

FreeIPA has clients for CentOS 7, Fedora, and Ubuntu. These clients make it fairly straightforward to 

add machines into your IPA domain.  

There are two ways to enrol a machine into the IPA domain: 

a) using FreeIPA client package (usage with a valid domain admin user) 

b) using M-Sec manager API (usage with a non-domain authenticated user) 

Enrolling host machine using FreeIPA API 

To enrol a new machine into the IPA domain, we need firstly to prepare the machine, install some 

requirements as a freeIPA client package, and then we will start enrolment. Once enrolled, the domain 

administrator will be able to manage which users and groups may log into this machine (using bash or 

ssh) and which users can use sudo. Figure 8 shows the enrolment workflow.  

 

Figure 8. Devices enrollment in FreeIPA workflow 

 

To begin, the hostname of the new machine needs to match with the fully qualified domain name 

(FQDN), for example, new_machine.msec.local with msec.local is our domain. 

# hostname new_machine.msec.local 
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Change the hostname on the /etc/hosts 

# vi /etc/hosts 

new_machine.msec.local 

Then save and close the file. 

Once the hostname is set correctly, update the package repositories. 

# apt-get update 

Install the FreeIPA Client  

# apt-get install freeipa-client 

# ipa-client-install --domain=msec.local --hostname=new_machine.msec.local –

server=ipa.msec.local –p admin --mkhomedir –force-join 

The –mkhomedir flag tells FreeIPA to create home directories for IPA users when they login to the 

machine for the first time 

Finally, enter the password for your IPA admin user. This was set during the FreeIPA server 
configuration. After entering the password, the FreeIPA client will configure the system. The output will 
be Client configuration complete. This indicates a successful installation. 

Enrolling host machine using M-Sec Manager API 

Only authorized users are allowed to enrol hosts into the IPA domain. User/entity must have a valid 
Kerberos principal to access and update the FreeIPA and LDAP store.  

To allow a non-domain user to enrol machines into the IPA domain, we added a two-factor 
authentication mechanism that allows users to enroll hosts into the IPA domain only if there is a valid 
access_token (generated after an OpenID authentication), and a valid OTP generated by the FreeIPA 
Framework for a given hostname. 

There are three components involved in this flow as shown in Figure 9: 

 The Keycloak server used to authenticate users using OpenID 

 M-Sec Manager API used to verify user’s access_token and request an OTP 

 FreeIPA server used to enroll and manage hosts 

 

 

Figure 9. Devices enrollment within the three modules workflow 
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To execute this flow, the user needs to install the M-Sec Worker package, which contains a python 

script automatizing the host enrolment process. 

The M-Sec Worker script is used with the -ef option for force-enrolment. 

Once executed, the user will be prompt to set (1) authentication credentials ( username and password), 

the hostname, and define some URIs ( Keycloak, M-Sec Manager API, IPA server). 

The M-Sec Worker script requests an access_token from Keycloak using the username and the 

password as defined in step 1. Then, if authentication success, an access_token will be generated and 

used to exchange with M-Sec Manager API. 

In step (2) M-Sec Worker script will request an OTP from the M-Sec Manager API and use it in step (3) 

to run the host enrolment process. These steps are illustrated in Figure 10. 

 

Figure 10. Enrolment script output 

 

API for identity federation 

The security manager supports OAuth2 and OpenID, thanks to the Keycloak component. 
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Keycloak is a Java-based open-source Identity and Access Management solution. It supports both 

OAuth 2.0 and OpenID. It also offers features like identity brokering, user federation, and SSO. 

OAuth 2.0 

OAuth 2.0 is an authorization framework that lets an authenticated user grant access to third parties 

via tokens. A token is usually limited to some scopes with a limited lifetime. Therefore, it's a safe 

alternative to the user's credentials. 

OAuth 2.0 comes with four main components: 

 Resource Owner – the end-user or a system that owns a protected resource or data 

 Resource Server – the service exposes a protected resource usually through an HTTP-based API 

 Client – calls the protected resource on behalf of the resource owner 

 Authorization Server – issues an OAuth 2.0 token and delivers it to the client after authenticating 

the resource owner 

OpenID Connect 

OpenID Connect (OIDC) is built on top of OAuth 2.0 to add an identity management layer to the 

protocol. Hence, it allows clients to verify the end user's identity and access basic profile information 

via a standard OAuth 2.0 flow. OIDC has introduced a few standard scopes to OAuth 2.0, like OpenID, 

profile, and email. 

Identity Brokering 

An Identity Broker is an intermediary service that connects multiple service providers with different 

identity providers. As an intermediary service, the identity broker is responsible for creating a trust 

relationship with an external identity provider to use its identities to access internal services exposed 

by service providers. 

From a user perspective, an identity broker provides a centralized way to manage identities across 

different security domains or realms. An existing account can be linked with one or more identities 

from different identity providers or even created based on the identity information obtained from 

them. 

An identity provider is usually based on a specific protocol that is used to authenticate and 

communicate authentication and authorization information to their users. It can be a social provider 

such as Facebook, Google, or Twitter.  

Identity federation 

Keycloak can federate existing external user databases. Keycloak supports LDAP and Active Directory, 

as user storage providers. When a user logs in, Keycloak will look into its internal user store to find the 

user. If it can’t find it there, it will iterate over every user storage provider configured until it finds a 

match. Figure 11 shows the synchronization model between user identities in Keycloak and FreeIPA. 

http://www.keycloak.org/
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Figure 11. Synchronization of user accounts between FreeIPA and keycloak using LDAP as a backend 

 

Keycloak API 

Keycloak exposes a variety of REST endpoints for OAuth 2.0 flows. 

 

OpenID Configuration Endpoint 

The configuration endpoint is like the root directory. It returns all other available endpoints, 
supported scopes and claims, and signing algorithms. 

GET: {{server}}/auth/realms/{{realm}}/.well-known/openid-configuration. 

Resp : 

 

Token Endpoint 

The token endpoint allows retrieving an access token, refresh token, or id token. OAuth 2.0 supports 
different grant types, like authorization_code, refresh_token, or password. 

POST: {{server}}/auth/realms/{{realm}}/protocol/openid-connect/token 

Body : { 

  “username “: “demo”, 

  “password” : “demo” 

  “client_id” : “msec”, 

  “client_secret” : “msec-secret”, 

  “grant_type” : “password” 

} 
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Resp : 

 
 
Token Introspect Endpoint 

The token introspect endpoint is used when a resource server needs to verify that an access token 
is active or wants more metadata about it. 

POST : {{server}}/auth/realms/{{realm}}/protocol/openid-connect/token/introspect 

Body : { 

  “token “: “access_token herer”, 

  “client_id” : “msec”, 

  “client_secret” : “msec-secret”, 

} 

 

Resp : 

 
User Information Endpoint 

The user information endpoint allows retrieving user profile data such as first name, Lastname, 
email, organization, group  

User information Endpoint requires an access_token  

GET : {{server}}/auth/realms/{{realm}}/protocol/openid-connect/userinfo 

Resp :  
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API for lifecycle management 

Lifecycle management is provided by a component called “M-Sec Manager” exposing the underlying 

API.  

GET : {{server}}/manager/get_nonce?h={{hostname}} 

Resp :  

{ 

    "nonce": "f6c132949b3e98ebf20b32517d1f9ed848bb3be1" 

} 
 

POST : {{server}}/manager/enroll_host 

Headers : 

   {  

     "Authorization": "bearer {{access_token}}", 

   } 

Body : 

    { 

     "nonce": "f6c132949b3e98ebf20b32517d1f9ed848bb3be1", 

     "hostname": "new_machine.msec.local" 

    } 

Resp : 

200 : { 

        "status": "success", 

        "nonce": "f6c132949b3e98ebf20b32517d1f9ed848bb3be1", 

        "password": otp_from_ipa(), 

        "timestamp": str(time.time() 

      } 

500 : { 

    "status": "failure", 

    "reason": ["rejected" ,"nonce not valid", "server_error"], 

     "timestamp": str(time.time() 

} 

 

 

POST : {{server}}/enroll_rpi 

Headers : 

   {  

     "Authorization": "bearer {{access_token}}", 

   } 

Body : 

   { 

     "nonce": "f6c132949b3e98ebf20b32517d1f9ed848bb3be1", 

     "hostname": "new_machine.msec.local" 

     "file": base64. b64encode (quote.tgz) 

   } 

200 : { 

        "status": "success", 

        "nonce": "f6c132949b3e98ebf20b32517d1f9ed848bb3be1", 

        "password": otp_from_ipa(), 

        "timestamp": str(time.time() 

      } 

 

500 : { 

        "status": "failure", 

        "reason": ["rejected" ,"nonce not valid", "server_error"], 

        "timestamp": str(time.time() 

      } 

 

POST : {{server}}/attest_rpi 

Headers : 

   {  

     "Authorization": "bearer {{access_token}}", 

   } 

 

Body : 

   { 

     "nonce": "f6c132949b3e98ebf20b32517d1f9ed848bb3be1", 

     "hostname": "new_machine.msec.local" 

     "file": base64.b64encode(quote.tgz) 

   } 

200 : { 
500 : { 
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        "status": "success", 
      } 

 "status": "failure", 

 "reason": ["rejected" ,"nonce not valid", "attestation_failure"], 

 "timestamp": str(time.time() 
} 

POST : {{server}}/generate_cert 

Headers : 

   {  

     "Authorization": "bearer {{access_token}}", 

   } 

 

Body : 

   { 

     "nonce": "f6c132949b3e98ebf20b32517d1f9ed848bb3be1", 

     "hostname": "new_machine.msec.local" 

     "file": base64. b64encode (certificate_request.csr) 

   } 

200 : { 

        "status": "success", 

        "nonce": "f6c132949b3e98ebf20b32517d1f9ed848bb3be1", 

        "cert": base64.b64encode (certificate_request.csr), 

        "timestamp": str(time.time() 
      } 

 

500 : { 

     "status": "failure", 

     "reason": ["rejected" ,"nonce not valid", "server_error"], 

     "timestamp": str(time.time()) 
   } 
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2.4 Interaction with other FG 

The figure in the Annex presents the overall positioning of the end-to-end security FG inside the M-Sec 

Architecture. The following subsections present in more detail the interactions between this FG and 

the rest of the M-Sec system. 

Interaction with IoT Marketplace FG 

End-to-end security functional group provides accounting for the IoT Marketplace functional group. It 

enables clients of the marketplace to be authenticated either as the owner of devices, owner of data, 

or simply a consumer.  

One interest in using the security manager instead of an internal database is to: 

 prevent the inclusion of falsified data in the marketplace by verifying and attesting the authenticity 

of the source cryptographically.  

 enable to trace the usage of the marketplace, in particular, to provide automatic breach 

notification and other forms of remediation.  

We present in the diagram below a mutual authentication between an IoT marketplace app and a 

secure device. The secured device uses HTTPS flow to verify the IoT. The IoT marketplace app uses TLS 

Client Authentication to verify the identity of the client (secure device). 

In the diagram in Figure 12, we present a use-case allowing a secure device to send monitoring data to 

an IoT marketplace app (here replaced by an InfluxDB databse for development and testing purposes) 

every x seconds. The proxy server (Nginx in the figure) verifies and checks the cert validity of every 

request using the M-Sec OCSP mechanism. If the cert is valid, data will be stored on the influxDB.  

Otherwise, data will be rejected, and users’ owners are notified. 

 

Figure 12. Example of certificate-based authentication and authorization between an IoT device and a 
backend 
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Interaction with the Devices/ Devices Security FG 

Provisioning  

End-to-end security functional group provides a PKI for devices with enables to provision this device 

with asymmetric cryptography. IT also provides an AAA capability that can enable the manufacturer or 

maintainer of the device to access this device with controlled credentials instead of generic ones. The 

attestation process is illustrated in Figure 13. 

TPM Remote Attestation Protocol:   

o Initiation 

 The client contacts the attestation server requests a nonce that is used to prevent reply 

attacks, and the list of PCRs to be signed. 

 The server sends the nonce 

o Quote signing 

 Extracts the public part of the TPM Endorsement Key and the x509 certificate signed by the 

TPM manufacturer 

 Generates a signing-only Attestation Key (AK) inside the TPM and exports the public key 

(ak.pub) 

 Uses the TPM to sign a "quote" of the requested PCRs plus the nonce with the Attestation 

Key 

 Bundle up all into a tar file: ek.crt, ek.pub, ak.pub, quote.sig, quote.pcr, and the nonce 

 The Client then sends this quote file to the Server. 

o Quote validation 

When the Server receives the quote file from the client, it runs: 

 Validates the SSL certificate chain on the client TPM EK cert to ensure that it came from a 

real TPM 

 Validates that the quote is signed by the AK with the correct nonce (if the nonce is not 

checked, then this could be a replay attack by the Client) 

o PCRs Verification 

 The server optionally validates that the PCRs match the expected values 
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Figure 13. Host enrollment using OTP and TPM attestation 

 

Integrity management  

The functional group also provides integrity management for the secure device FG using the TCP 

attestation model as described in Figure 14. 

 

Figure 14. Attestation of integrity of the device based on the TPM 

 

Interaction with the Secure City Data Access FG 

The security manager proves authentication and authorization for secured city-data access 

components. Typically, it authenticates flows given their origin and destination. This enables allowing 

or denying access to some resources. For example, when a group of the device shall have restricted 

access, such as for city maintenance only, the secured data city access can rely on authentication 

provided by the directory service of the security manager. 

An integration of the security manager with the sensiNact component in the Secured City Data Access 

FG was described in the previous version of this deliverable and summarized with Figure 15. The 
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northbound bridges uses the identity module while the southbound bridges can use encryption based 

on the security manager PKI, if the source protocol allows it. 

 

Figure 15. Security features provided by the Security Manager and integrated within sensiNact 

 

Interaction with the Applications FG 

Several kinds of interaction may happen with the Application functional group: 

Citizen accounting 

The first approach is to authenticate citizens using the identity federation module. By doing so, the 

citizen can register with their existing identities (OpenID and/or OAuth2) and use Single-Sign-On over 

the whole M-Sec framework. This feature may be useful in particular for the different frontends used 

by citizens such as smartphone apps or web-based portals.  

The use of an authenticated approach is mandatory to preserve the user rights such as privacy 

preferences (consents are given, etc.).  

Cyber-resiliency management 

A second approach involving the Application FG regards cyber-resilience, in particular in response and 

recovery towards cyber-events. In this scope, the security manager can receive events from different 

sources: 

 From the Devices Security FG: events regarding possible integrity failure (with the Secured 

component for devices asset), or events regarding suspicious activity (asset: Intrusion Detection 

System) 

 From the secured & trusted storage FG: events regarding possible abnormal activity and distrust 

of a user using the T&R model engine tool. 
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 From any other external application having security monitoring capabilities (typically using (IDMEF 

/ RFC 4765) 

From these events, action can be taken gradually to adapt the level of protection and defense of the 

while M-Sec architecture. These scenarios can be designed and reinforced using the Security Analysis 

Tool, Development Method for Secure Services and Modal System Transition Analyzer (for Security) - 

MTSA. 
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3. Conclusion 

In this document, we have presented a security management tool to implement “End-to-End Security” 

Function Group for M-Sec. This security management tool provides all-in-one security functions for 

large-scale IoT infrastructures such as a Public Key Infrastructure for certificates, a directory module for 

accounting, and an identity federation module for user management. This tool has been built around 

various standards to facilitate its usability, especially for people who do not have strong cybersecurity 

expertise. The benefit of this tool is to provide interoperable security management across multi-

organizational environments. 

Some examples of integration with other functional groups are provided in this document that enables 

to manage, in an automated way, incidents related to cybersecurity. One typical case is the automatic 

breach notification required by the privacy regulations such as PIPA and GDPR. These examples show 

how incidents from devices are detected and how mitigation can be automated leveraging the security 

and functional features from each other layers. 
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Annex 

 

Figure 16. The M-Sec Architecture (T4.5 FG in yellow) 


