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APPLY NOVEL HARDWARE AND SOFTWARE SOLUTIONS TO CREATE SECURE
MONITORING loT DEVICES

Even though current smart city platforms themselves are secured, device level vulnerabilities put the whole system at risk. It is
a fact that ensuring device-level security requires tremendous efforts for loT providers. M-Sec’s Device Security Functional
Group provides a set of methodologies and tools to support development of secure smart city loT devices on top of the M-sec

platform.
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DID YOU KNOW?

The Secured loT Device hardware and software solution provides loT devices with mechanisms to assure they are properly
protected both at the time of booting and the moment they proceed to send data generated by their sensors, avoiding external

interferences and malicious tweaks.

The lightweight Intrusion Detection System software has been customized with OS hardening to reduce attack surface, secured
communication using Transport Layer Security (TLS), and signature patterns obtained from the testing and analysis in the loT
honeypot, besides other well-known up-to-date attack signature patterns provided by open source resources
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